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Ransomware: How it works
Malicious code blocks access to the data in your computer

You receive an infected �le 
(typically attached to an e-mail or 
a URL). If you open it, you’ve let 
malicious code into your computer

“Command and
control” server

Encryption key 
locks all your data

Without the key,
all the �les on
your computer
are locked

In a matter of minutes, 
your �les are locked 
out of reach

A message appears when 
you try to open a �le, 
demanding a ransom to 
unlock your data

Payment in the online
currency bitcoin helps
hackers cover their tracks

Your encrypted �les 
are lost

You will pay your ransom 
to an anonymous
recipient hiding in
the “Darknet”

Normally, you will get
the key to unlock the 
encrypted data an hour 
or so later

The equivalent of 

€1,500 (S$2,300)
to unlock the contents of
a computer

A Los Angeles hospital had 

to pay US$17,000
(S$24,000) to recover control 
of its data in February

Here’s what it can cost you 
to get your data back

If you don’t pay

If you pay


