
Disinformation in action
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Foreign and local experts at the Select Committee for Deliberate Online Falsehoods 
brought up examples of deliberate falsehoods and disinformation they have come 
across in their countries and the region. LESTER HIO looks at eight countries 
mentioned yesterday where disinformation has been and is in action. 

United States
• The term “fake news” gained prominence during the 2016 
United States presidential election, popularised by eventual 
presidential winner Donald Trump. 
• The election has since been discovered to have suspected 
Russian involvement, which 
Mr Trump allegedly worked with to sway the campaign in his 
favour. 
• The election also saw the use of online botnets – 
automated accounts run by computers – to spread rumours 
and false news reports discrediting the candidates. 

France
• The French presidential election last 
year was hit by falsehoods spread 
during the election campaign. 
• Eventual presidential winner 
Emmanuel Macron was the target of 
fake news articles which accused him 
of harbouring secret offshore accounts. 
• These rumours circulated hours 
before a televised debate with his 
opponent Marine Le Pen, complete with 
falsi�ed documents posted online. 
• In January, Mr Macron said he would 
present new legislation to �ght the 
spread of fake news. 

South Africa
• Sophisticated botnets on Twitter were used 
to in�uence the results of the election of a 
new leader for the African National Congress 
last December.
• These accounts were created to impersonate 
genuine Twitter users in order to seem more 
legitimate. They shared same names with 
Twitter users, but replaced lower-case “Ls” 
with “1s” and “Os” with numerical zeros. 
• While they did not appear in large numbers, 
this serves as a warning of future tactics in 
the upcoming presidential election in 2019, 
said defence and disinformation analyst Ben 
Nimmo. 

Malaysia
• A data �rm which uses pro�ling to send unique 
messages, which could include disinformation, to 
voters might be at play in Malaysia. 
• Cambridge Analytica, which also worked with Mr 
Donald Trump during the 2016 United States election, 
might have been hired by people involved in the 
upcoming general elections, said Dr Shashi 
Jayakumar of the S. Rajaratnam School of 
International Studies.
• The �rm can send targeted ads to users based on 
survey behaviour and online pro�les, including 
content which might be false or fake. 

Indonesia 
• A fake news factory, Saracen, charged its clients tens of millions of 
rupiah to publish and spread fake news and even hate speech against 
others.
• It is thought to be involved in spreading rumours against former 
Jakarta governor Basuki Tjahaja Purnama, which included attacks on his 
Chinese ancestry and Christian religion. Current Indonesian president 
Joko Widodo is also an ongoing target. 
• Online fake news factories continue to �ourish in Indonesia based on 
the lucrative nature of the trade, with one estimate suggesting that a 
single popular post on Saracen could bring in 100 million rupiah ($9,500). 

Latvia 
• Latvia is a target of Russian-sponsored 
disinformation, due to its history and proximity.
• Russian propaganda targets Russian-speakers 
in Latvia, downplaying its growing economy  and 
playing up its structural problems such as high 
social inequality and poor healthcare. 

Germany
• In 2016, a 13-year old girl named Lisa of 
Russian descent claimed she was abducted 
and raped by three men of Middle Eastern 
appearance in Berlin. 
• Russian media accused German police of not 
taking action, and featured emotional 
interviews with family and community. 
• While the Berlin police issued a statement 
after interviewing the victim that there was 
neither abduction nor rape, and that the girl 
had retracted her initial story and had actually 
spent the night at a friend’s place instead, 
Russian-language media continued to report 
on the story without giving equal play to the 
Berlin police’s response. 
• This led to activists accusing the authorities 
of a cover-up, resulting in hundreds of ethnic 
Russians and anti-migrant activists holding 
protests against Germany.

Ukraine
• Russian-led disinformation campaigns make up 
most of the �ght against falsehoods in Ukraine, as 
the Kremlin seeks to consolidate its control over the 
country. 
• Russian media, such as RT and Sputnik, have 
carried out long, sustained disinformation 
campaigns in Ukraine for years, especially after 
Russian military incursions in 2014.
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