Fake news campaigns can proliferate
through tech tools: Cyber security expert

For just US$1(S$1.31), fake news
operators can buy “likes" or “dislikes”
to ratchet up the popularity of fake
news stories, or start a campaign
against content that they disagree
with.

And by harnessing other
underground tools and abusing
legitimate services, such operators
can even manipulate public opinion
to the extent that it could provoke a
protest - all for a sum of
US$200,000. This could, for example,
be done here to instigate a protest
against Budget announcements that
could affect households, such as the
impending increase in goods and
services tax, if the content panders
to its audience’s beliefs, says a cyber
security expert.

In her written submission, Ms Myla
Pilao, director of core technology

marketing at cyber security company
Trend Micro, based in Tokyo, painted
this hypothetical scenario to illustrate
how fake news campaigns can
proliferate through technological
tools and services, and have a
real-life impact.

While legislation could be one of
the counter-measures, technology
and education can also help address
the issue of fake news, Ms Pilao told
Workers' Party MP Pritam Singh, one
of the committee members,
yesterday.

For example, organisations in the
information and communications
technology sector, like social media
companies, can work together to
analyse and monitor fake news.

There should also be a centralised
body that can help users validate
content, she added.
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